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defining cyber risks
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cybercrime vs cyber risks
National Cybersecurity Policy Framework for South Africa, 2012 (7 March 2012) states:

“Cybercrime” means illegal acts, the commission of
which involves the use of information and
communication technologies

The Cybercrimes Act, does not provide a definition for
“cybercrime” but rather creates a number of offences
which we can refer to collectively as “cybercrimes”.

Cyber risk commonly refers to any risk of financial loss, disruption
or damage to the reputation of an organisation resulting from the
failure of its information technology systems.

5

interesting facts and stats
•

Accenture found that South Africa has the third highest number of cybercrime
victims worldwide, at a cost of R2.2 billion a year (South Africa under cyber attack: Interpol reveals top threats in
South Africa (businesstech.co.za))

•
•
•

SA had a 100% increase in mobile banking application fraud.
We suffer 577 malware attacks every hour.
South Africa is one of the top 10 countries globally receiving the highest volume of
cryptocurrency from illicit addresses.

•

South Africa also had the highest targeted ransomware and business email
compromise attempts. (https://www.dailymaverick.co.za/article/2021-11-06-cyberattacks-south-africa-youve-been-hacked/)

International Criminal Police Organisation (Interpol): African
Cyberthreat Assessment Report 2021
Online
scams

Botnets

TOP 5
THREATS

Ransomware

Digital
extortion

Business
email
compromise
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cyber risks: working from home
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Protection of Personal Information Act, 2013
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•

conjunctive

https://haveibeenpwned.com/
??????
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general application
•
•

As of 1 July 2021 POPIA largely cbecame effective.
Subject to certain exclusions, POPIA applies to the:
• automated or non-automated processing of personal information
• entered into a record in any form (provided that when the recorded personal
information is processed by non-automated means, it forms part of a filing system
or is intended to form part thereof)
• by or for a responsible party
• domiciled in South Africa, or
• not domiciled in South Africa, unless the processing relates only to the
forwarding of personal information through South Africa.

what is “processing”?
any activity concerning personal information, e.g.

 the collection, receipt, recording, organisation, collation, storage, updating
or modification, retrieval, alteration, consultation or use
 dissemination by means of transmission, distribution or making available in
any other form
 merging, linking, restriction, degradation, erasure or destruction of
information.

what is “personal information”?
information relating to an identifiable person (living natural person/ existing juristic
person as far as applicable), i.e.:


race, gender, sex, pregnancy, marital status,
national, ethnic or social origin, colour, sexual
orientation, age, physical or mental health,
wellbeing, disability, religion, conscience,
belief, culture and birth



education or medical, financial, criminal or
employment history



any identifying number, symbol, e-mail
address, physical address, telephone number,
location information, online identifier or other
particular assigned to the person



biometric information



personal opinions, views or preferences

 the views or opinions of another
individual about the person
 correspondence sent by the person that is
implicitly or explicitly of a
private/confidential nature
 the name of the person if it appears with
other personal information relating to the
person, or if the disclosure of the name
itself would reveal information about the
person

14

what is “special personal information”?
personal information concerning the religious or philosophical beliefs, race or ethnic origin, trade union
membership, political persuasion, health or sex life or biometric information of a
data subject; or
 the criminal behaviour of a data subject to the extent that such information
relates to:
• the alleged commission by a data subject of any offence; or
• any proceedings in respect of any offence allegedly committed by a data
subject or the disposal of such proceedings
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personal information of children
•
•
•

a child is a natural person under the age of 18
in most instances consent of a “competent person” is required
competent person means any person who is legally competent to consent to any
action or decision being taken in respect of any matter concerning a child
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defending the breach – security compromises POPIA
•

Section 22 of POPIA imposes a mandatory security compromise notification obligation:
“Where there are reasonable grounds to believe that the personal
information of a data subject has been accessed or acquired by any
unauthorised person, the responsible party must notify…”
Regulator & Data Subjects

Comprehensive Notification

Quick Turnaround
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security compromises – important concepts

Definition of
Security
Compromise?

Role Players:
Operator or
Responsible Party

• Not defined in POPIA : “personal data breach”, under the GDPR means “a
breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data
[information] transmitted, stored or otherwise processed”

• The responsible party, in terms of POPIA, bears the onus and obligation to
make a report to the Regulator and affected data subjects. Ultimately, it is the
responsible party who will be liable to affected data subjects for civil claims
for damages, and/or to the Regulator for enforcement action, in the event
that it fails to, inter alia, comply with its notification obligations
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Do document the processes
and findings of the response
team. These are useful in
strengthening cyber security,
in addressing regulatory and
legal requirements, as well as
managing the concerns of
staff and customers

Do take steps to prevent
future attacks and
consider using cybersecurity specialists

Do consider obtaining
appropriate insurance cover
to mitigate losses to your
organisation following a
cyber-event

TOP TIPS
Don’t only react cyber events plan for them in a
comprehensive incident
response plan to avoid panic,
ensure effective crisis
management and to mitigate
losses

Don’t become so preoccupied
with the breach that you
overlook the legal consequences,
including mandatory breach
notifications, and consider
seeking help from specialist dataprotection attorneys.

incident response planning 101
•

The content of an incident response plan is not mandated, but it should be tailored to
meet the needs of and resources available to each organisation

•

Key aspects to be included in an incident response plan include:
• the names and contact details of the relevant members of the incident response
team;
•
•
•
•

an evaluation of the risks posed to the business;
containment measures for any incident;
the process for conducting an initial assessment of any incident;
the remediation steps that should be implemented; and

• a clear understanding of notification obligations
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data breach reporting decision tree
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Cybercrimes Act, 2020
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chapters in the Act
Chapter 6 –
designated point of
contact

Chapter 7 –
evidence

Chapter 2 –
cybercrimes

Chapter 5 – mutual
assistance

Chapter 8 –
reporting
obligations and
capacity building

Chapter 3 –
jurisdiction

Chapter 4 – powers
to investigate,
search and access
or seize

Chapter 9 – general
provisions

Chapter 1 –
definitions
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operative provisions
The following sections of the Cybercrimes Act commenced on 1 December 2021:
• Chapter 1 – the definitions and interpretation section.
• Chapter 2 (excluding Part VI) – the section codifying the various crimes. Part VI
dealing with the orders that can be granted to protect complainants from the harmful
effect of malicious communications is not yet in force.
• Chapter 3 – dealing with jurisdiction.
•

Chapter 4 (excluding section 38(1)(d), (e) and (f), 40(3) and (4), 41, 42, 43 and 44) –
dealing with the powers of police officials to investigate, search, access or seizure.
The sections not yet in force pertain to the offences emanating from a person who
gives false information under oath in relation to:
o an expedited preservation of data direction (section 38(1)(d) including the
corresponding provisions as to the issuing of these under section 41);
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operative provisions (cont.)

•
•

•

o a preservation of evidence direction (section 38(1)(e) including the corresponding
provisions as to the issuing of these under sections 42 and 43), and
o a disclosure of data direction (section 38(1)(f) including the corresponding
provisions as to the issuing of these under section 44).
Chapter 7 – which allows evidence to be provided by affidavit.
Chapter 8 (excluding section 54) – providing for the reporting obligations and capacity
building. Section 54 which creates the obligations on electronic communications
service providers and financial institutions to report offences is not yet in force.
Chapter 9 (excluding sections 11B, 11C, 11D and 56A(3)(c), (d) and (e) of the Criminal
Law (Sexual Offences and Related Matters) Amendment Act, 2007 in the Schedule of
laws repealed or amended in terms of section 58) – cover the general provisions. The
repeal of the sections dealing with the Criminal Law (Sexual Offences and Related
Matters) Amendment Act, 2007 is not yet in force.
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cybercrimes

Unlawful & intentional …

S 2 – unlawful access
S 3 – unlawful interception of data (acquisition, viewing, capturing, copying)
S 4 – unlawful acts in respect of software and hardware tools (use or possess)
S 5 – unlawful interference with data or a computer program
S 6 – unlawful interference – computer storage medium or computer system
S 7 – unlawful acquisition, possession, provision, receipt or use of password, access
codes or similar data or devices (purpose)
S 8 – cyber fraud
S 9 – cyber forgery and uttering
s 10 – cyber extortion
S 11 – aggravated offences
S 12 – theft of incorporeal property (patent)
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malicious communications

disclosure…

S 14 – data message which incites damage to property or violence
S 15 – data message which threatens persons with damage to property or violence
S 16 – data message of intimate image
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intersection with POPIA
For the purposes of section 2, 3(2) or (3), or 7(1) or (2) of this Act, any failure by a
responsible party to comply with a) the conditions for lawful processing of personal information referred to in
Chapter 3;
b) section 72; or
c) the provisions of a code of conduct issued in terms of section 60,
of the Protection of Personal Information Act, 2013, must be dealt with in terms of
Chapter 10 of that Act.
•
•

Section 2 – Unlawful Access
Section 3 – Unlawful interception of data

•

Section 7 – Unlawful, possession, provision, receipt or use of password, access code
or similar data or device
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penalties
Penalties for conviction of cybercrimes
contained in Chapter 2 of the Act can
range from 1 year to 15 years as well as a
fine or both, depending on the
cybercrime.

protection order
•
•

Prohibit disclosure or further disclosure
Order an electronic communication service
provider whose electronic communications
service is used to host or disclose the data
message – remove or disable access

obligations placed on Electronic Communications Service
Providers and Financial Institutions
An ECSP or Financial Institution that is aware or becomes aware that its computer
system is involved in the commission of any category or class of offences provided for in
Part I Chapter 2, must:
(a) without undue delay and, where feasible, not later than 72 hours after having
become aware of the offence, report the offence in the prescribed form and
manner to the South African Police Service; and
(b) preserve any information which may be of assistance to the law enforcement
agencies in investigating the offence.
Failure to do so can lead to imposition of a fine not exceeding R50,000.
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cyber governance
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cybersecurity measures
Security audit

• Determine the status of your
ICT system

Security compromise
assessment

• Penetration testing / ethical
hackers
• Privacy by design/engineering

Policies
Managed security
services

• Policies
• Employment contract
• Awareness and training
• Monitor
• Incident response
• Digital forensics
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cybersecurity measures: working from home
Since increased remote work will persist into 2021 and cloud migrations being adopted
at breakneck speed, validation will help organisations answer questions such as:
• Is my VPN working like it should?
• What vulnerabilities or gaps do I have in my remote infrastructure?
• Do people who have higher level privileges still need them now that they’re working
from home rather than on premises where their access could more easily be
monitored?
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cyber governance: ask?
•
•
•
•
•

Does your board receive regular reports on the status of your company’s cyber
security governance? If so, how often are the reports received?
Have you identified your key information assets and thoroughly assessed their
vulnerability to attack?
Has responsibility for cyber risk been allocated appropriately? Is it on the risk
register?
Do you have an effective risk governance structure that your risk tolerance and
controls are aligned with?
Do you have appropriate information risk policies and adequate cyber insurance?
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cyber governance: ultimate responsibility
•

•

An organisation’s board is responsible (and accountable to shareholders, regulators
and customers) for the framework of standards, processes and activities that,
together, secure the organisation against cyber risk.
All boards should be aware of the cyber threat landscape and should understand
what advanced persistent threats are.
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cyber governance: challenges

Strategy and goals
Standards and processes
Enforcement and accountability
Senior leadership oversight
Resources
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cyber governance: elements

Controls and
certifications

Cyber
security

Auditing and
assessments

Business
continuity
/ disaster
recovery

Laws and
regulations

Incident
response
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technical and organisational measures





Governance
Risk management
Asset management
Identity and access control






Data security
System security
Awareness and training
Security monitoring
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appropriate and reasonable
 There is no ‘one size fits all’ solution to information security
 Need to consider in relation to:
 the state of the art/technology
 costs of implementation
 nature, scope, context and purpose of processing
 severity and likelihood of risk
 Privacy impact assessments
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internal assessment





Consider centralised IT systems which process personal information
Adherence to any data security standards
Processes for new IT projects using personal information
Third party procurement






Access privileges decided and administered
Retention and deletion of - automatic deletion of data
Current handling of security incidents
Changes in how data is stored or used in the next 3 years

 General awareness around data protection and privacy
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various policies





Security Compromises Policy
CCTV Camera Policy
Photography policy
Password policy

 Bring Your Own Device Policy
 Record Retention Policy
 Website compliance
 Privacy Policy
 PAIA Manual
 Cookies policy and notice
 Cyber security awareness training
 Printing policy
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password policy

IT
considerations

user
behaviour
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ESG
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cyber and ESG
•
•
•

Cybersecurity is only one aspect of measuring a company’s environmental, social
and governance framework and cannot be said to demonstrate an overall ESG.
Whilst good cybersecurity practices can lead to satisfying elements of ESG, it cannot
be considered in isolation.
Effective cybersecurity will bolster a company’s ESG, especially the S and G
elements.
o Social: There is an increased focus and awareness on good data practices.
Protecting data and managing information is translating into customer trust. A
good cybersecurity framework goes a long way in improving a company’s social
metrics.
o Governance: Reporting on cybersecurity practices allows investors to have a good
understanding of a company’s general corporate behaviour. It demonstrates a
more wholistic view of a company’s operational capabilities including its
resilience.
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Digital risk, including cyber risk, is a pervasive and potentially existential
concern. Leaders need to understand and take account of cyber risk in
their strategic decisions.
- World Economic Forum, “Principles for Board Governance of Cyber Risk”, March 2021
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thank you

The purpose of this communication is to provide general information of a legal nature. It does not contain a full analysis of
the law nor does it constitute an opinion of any ENSafrica entity on the points of law discussed. You must take specific legal
advice on any particular matter which concerns you. If you require any advice or further information, please speak to your
usual contact at ENSafrica.

